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1
Decision/action requested

This contribution proposes to add a new KI on 5G NR Femto management system accessible on the public internet.
2
References

3
Rationale

The contribution proposes to add a new KI on 5G NR Femto management system accessible on the public internet.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

5.X
Key Issue #X: 5G NR Femto management system accessible on the public internet
5.X.1
Key issue details

The 5G NR Femto management system(Femto MS) configures 5G NR Femto and installs software updates on the 5G NR Femto according to the operator’s policy. The Femto MS may be located inside the operator’s access or core network (accessible on the MNO Intranet) or outside of it (accessible on the public internet). 
When the Femto MS is accessible on the public internet, a fake or unauthorized 5G NR Femto may connect to the Femto MS, or a 5G NR Femto may connect to a fake Femto MS. And if the connection between 5G NR Femto and Femto MS is not protected, the traffic may be eavesdropped, or tampered etc.
5.X.2
Security threats

If the connection between 5G NR Femto and Femto MS is not confidentiality protected, sensitive information may be leaked to unauthorized entities.
If the integrity of the traffic between 5G NR Femto and Femto MS is not protected, the data may be modified.

A fake or unauthorized 5G NR Femto may steal sensitive information from Femto MS.

A fake or unauthorized Femto MS may provision false information to 5G NR Femto.
5.X.3
Potential security requirements

5GS shall support confidentiality, integrity, and replay protection for the connection between 5G NR Femto and Femto MS.
5GS shall support mutual authentication and authorization between 5G NR Femto and Femto MS.
*************** End of the change ****************

